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Introduction 
ConnectEHR offers a customizable Patient Portal which is administered through ConnectEHR’s 

web-based user interface (see 2015 ConnectEHR User Documentation for more information). 

ConnectEHR and the Patient Portal are certified through the Office of the National Coordinator 

for Health Information Technology Health IT Certification Program (ONC).  

This document describes how to navigate the Patient Portal as a patient or authorized 

representative (AR). 

Patient Portal Features 
ConnectEHR’s Patient Portal enables patients to have rapid access to medical information. The 

Portal is a website in which patients (and their authorized representatives, if applicable) can 

access clinical documents, results, resources, and interact with providers.  Portal 

administrators can set up an AR for any patient (for example, a parent or guardian who 

wishes to access the portal account of one or more patients who are minors).  An AR’s 

account can also be automatically deactivated when a patient reaches the age specified 

by a healthcare organization.  See the ConnectEHR Administrator and User 

Documentation for more information. 

 

Within a given healthcare organization, patients may have medical information spread across 

multiple practices. The Portal will consolidate information from multiple practices (within the 

same organization) into a single login. 

The Portal site allows users to: 

• View and download clinical documents 

• Transmit clinical documents over DIRECT protocol (a secure pathway that functions 

like email)  

• Request amendments to clinical documents if an inaccuracy is discovered 

• Grant access to authorized representatives (for example, parental/guardian access to 

minor patient records) 

• Send and receive Secure Messages with healthcare providers  

• View an audit log for patient and AR to monitor Portal account activity  

• View Lab and Radiology results (if licensed) 

Portal Users: Patients and Authorized Representatives 
Portal users are primarily patients whose information appears in the Portal, but the Portal can 

also be accessed by authorized representatives (ARs). Using a separate username and 

password, ARs are able to access information in the Portal for one or more patients to whom 

they are linked. However, this access is conditional on that patient’s age being below the limit 

set in Configuration (if a limit is set). 
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AR accounts are assigned by a healthcare organization using ConnectEHR and can be 

automatically assigned or an activation email can be sent to the AR’s email address of choice. 

ConnectEHR has a license feature allowing one AR to be linked to multiple patients. 

 

 

Setting up a Portal account 
While activating a Patient Portal account through email is common, it is not necessary for the 

portal user to have an email address. There are two methods of Portal activation that may be 

available, depending on organizational preferences: 

1. Manual activation: Staff member provides the patient a username/password 

2. Welcome email activation: The patient will receive an email with a link to activating 

their account 

In either case, the patient will be provided with a unique Portal ID. The patient will be required to 

provide this ID if they need to reset their Patient Portal account password in the future; 

therefore, it is important that the patient make a note of their Portal ID and keep it in a safe 

place. 

Manual Activation 
A staff member administering the Patient Portal can activate the patient’s account and provide 

them with a username and password, or only a username and Portal ID. Often, the patient can 

choose their credentials, which a staff member may enter for them, to login before leaving the 

healthcare facility.  

Welcome Email Activation 
Welcome emails can be generated automatically when medical information becomes available, 

provided a patient email address is on file and included with the patient data supplied to the 

Patient Portal via HL7 or CCDA. Welcome emails can also be sent manually by staff members. 

Patients may receive multiple welcome emails until they activate an account, depending on how 

the healthcare organization has chosen to configure their interactions with patients. 

The Welcome email contains the Portal ID and a link the patient can click through to activate 

their Portal account.  

Please note that welcome emails and other email communications from the Portal may 

inadvertently end up in Junk/Spam folder based on local settings, so the patient should check 

that folder if a message does not arrive in a timely manner. 



Portal User Documentation 

 
P a g e  |  6   August 5,2020 
 

  



Portal User Documentation 

 
P a g e  |  7   August 5,2020 
 

User Confirmation Screen 

The link in the welcome email from ConnectEHR to the patient directs the patient to the User 

Confirmation Screen. This screen will be displayed whether the user is the Patient or the 

Authorized Representative. Note that if the user is an Authorized Representative, they should 

enter their own first and last initials but the Patient’s date of birth. 
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Setup Username and Password 

On the Account Information screen, pictured below, the patient can create a username and 

password which adhere to the criteria listed: 

 

Once the patient or authorized representative completes these fields and selects the ‘Save’ 

button, they receive the following message: 
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Portal Login 
On the Patient Portal Login screen the user may enter their username and password to access 

the system: 

 

If the provider is using a disclaimer, it will appear in the text above the username and password 

fields. In addition to entering their credentials, the user will need to agree to the terms by 

clicking the checkbox. The user has the option to print out a paper copy of the disclaimer by 

clicking the ‘Print Disclaimer’ link. 

In the event that the user has forgotten their username or password there are links on this page 

r to reset the username or password. 
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Forgot Username  
Clicking the ‘Forgot Username’ link on the Portal Login screen will lead the user to the form 

below. In order for the user to reset their password, they must enter their Portal ID, first initial, 

last initial and the patient date of birth (AR users should not enter their own DOB, but instead 

enter the DOB for the patient to which their account is linked): 

 

Once the user has entered the above information they may click the ‘Submit’ button. They will 

then be prompt the following message: 

 

If the information on the Forgot Username screen has been entered correctly, the patient will 

receive the email below. The email will provide them with a new username to login to their 

patient portal.  
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Forgot Password 

Clicking the ‘Forgot Password’ link from the Portal login screen will display the form below. In 

order to receive a reset email,, the patient must enter their Portal ID, first initial, last initial and 

date of birth (AR users should not enter their own DOB, but instead enter the DOB for the 

patient to which their account is linked): 

 

After clicking the ‘Submit’ button the user will receive this message: 

 

If accurate information has been entered on the Forgot Password screen the patient will receive 

the email below. Clicking the link in the email will navigate the patient to reset their password.     

 

First, the patient will be required to enter their Patient Portal ID on the screen below: 
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Next they will be asked to enter their username on the screen below:

If the user provides the correct Portal ID and Patient Username they will then be allowed to 

reset their password on the screen shown below:

 

After entering the new password the patient can then click the ‘Submit’ button. The new 

password will be saved and the user will be sent to the password reset confirmation screen.  

On this screen the user should click the blue Login link to return to the Patient Portal Login 

screen.  
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Authorized Representative Login 
Your Patient Portal license may include the functionality to attach multiple patients to a single 
Authorized Representative (AR).  The AR Login screen is shown below: 

 

1. After the AR successfully logs into the Patient Portal using  their credentials, they are 
directed to a page which displays Patient Cards for any Patients they are linked to. 
Depending on the Portal Settings for the practice, the AR will be denied or allowed 
access on a per Patient basis. If an AR is allowed access for the Patient, the Patient 
Card will indicate the Last Name, First Name and a placeholder profile picture.  

2. Birth Date – The AR must enter the patient’s DOB in the MM/DD/YYYY format, (e.g. 
02/03/1966) to verify access. 

3. Verify  – Once the AR has entered the Patient’s DOB, clicking Verify will validate the 
format of the DOB and confirm that it matches the actual patient DOB. 

a. Incorrect Format – if the format of the DOB is incorrect or the Birth Date textbox 
is empty when the AR clicks Verify, the AR will be shown an error message. 
stating, “Enter a valid birthdate in (MM/DD/YYYY) format”. 

b. Verify Click Limit – to maintain security standards, the AR will have (4) attempts 
to correctly verify the DOB of the Patient in order to view that Patient’s record.  

i. For each failed attempt, the AR will be shown an error message, 
“Verification Failed, Retry or Contact the Administrator.”  

ii. After the 4th failed attempt, the AR will be prevented from attempting any 
further verification attempts until up to 10 minutes have passed. The error 
message the AR will see is, “Too many failed verification attempts. 
Please wait a few minutes or contact an administrator.” 

c. Verification Success – Once an AR successfully verifies the linked Patient, the 
AR will be able  to view the Patient’s record and access Patient Portal features. 

4. View Record – After successful verification, future logins will require clicking “View 
Record” to view the Patient’s record and access Patient Portal features. 
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In some instances, the AR may be denied access to a patient record: 
 

 
1. If an AR is linked to a Patient but denied access to view that Patient’s record then 

“Access Denied” will be displayed as well as a clear notification on the reason why. 

Administrators should review the age restriction settings under Practice Admin > 

Practice Configuration > Portal Settings as well as the access settings on the Edit User 

page. 

a. Portal Settings – Age restrictions 

i. Minimum Age to Access System – Patient has to be this age or older to 

be allowed access to view their records on the Portal. 

ii. Portal Blocks AR Login when Patient Reaches this Age – when a Patient 

becomes this age, AR’s will be denied access to the Patient’s record. 

iii. Enable Access Age Range – activating this checkbox will disable the 

“Minimum Age to Access System” practice setting and allow for a 

Minimum and Maximum Access Age Range to be set. Any Patient that is 

in between these Minimum and Maximum Age ranges will be denied 

access to view their records. 

b. Edit User – Access options 

i. Override Patient Account Access – will override the “Minimum Age to 

Access System” practice setting so a Patient can view their records. 

ii. Confirmed Access Waiver – will allow, on a per AR basis, viewing of a 

Patient’s records by an AR by overriding the practice level setting “Portal 

Blocks AR Login when Patient Reached this Age” 

2. View Record: Access Denied – The View Record option will display but will not be 

functional until the AR is allowed access to view the Patient’s record. 
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1. Patient Card – After the AR successfully verifies the Patient, this default Patient Card 

view will show with the Patient’s Last Name, First Name and Age indicated in years. 
2. Unread Secure Messages Counter – Displays the total number of unread messages for 

the Authorized Representative. 
3. View Record – clicking View Record will redirect the AR to the Patient Medical 

Information page which allows the AR to view the Patient’s data and access Patient 
Portal features. 
 

Portal navigation 
The Portal header and navigation bar is displayed at the top of every page: 

  

My Account 
The ‘My Account’ link takes the user to a page that will allow them to change their password, 

account email and view their DIRECT address book (please see My Account section for more 

detail).  

Logout 
Users can log out at any time using the Logout link.  

3 

1 

2 
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Navigation Bar 
The menu options in the grey navigation bar will vary by provider and are explained in the 

sections that follow. 
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Home 
The landing page for the Portal will vary, depending on which page the provider has chosen to 

display after login. 

Displayed below is the Portal ‘Home’ page, reachable through the link farthest to the left on the 

blue navigation menu. This page provides a description of the basic Portal features. 

 

The text shown on the ‘Home’ screen is configurable by location. 
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Patient Medical Information 
Some providers may choose to display the Patient Medical Information page first immediately 

after login. The page will provide a complete list of clinical documents available in the portal, 

which contain essential health information current as of the time the document was posted to 

the portal.  

Health Summary History 
If more than five documents are present in any section, page numbers will appear, allowing the 

user to view additional document history. If there are no documents of a certain type, that 

section will be empty. 
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For an inpatient setting, this page contains six sections, corresponding to six clinical document 

types. These documents use the same structure and provide an overall picture of patient health, 

but serve different purposes: 

• Patient Consolidated CCDA (Health Summary): These are made available within a 

reasonable period of time after a hospital discharge (or when made available to an 

ambulatory provider). 

• Care/Referral Summaries: These health summaries are made available when a patient 

is referred or transitions to a new care setting. 

• Patient Care Plan: These documents become available after an office visit. 

• Patient Discharge Summaries: These documents are created when a patient is 

discharged from the hospital.   

• Patient Referral Note:  These documents are are generated when a patient transitions 

to another setting of care or provider of care or a provider refers their patient. 

• Patient Clinical Summaries:  <Need description> 

 

For an ambulatory setting, this page contains only four sections.  Discharge Summaries and 

Referral Notes are omitted. 

Health Summary Document 

Depending on the Patient Portal’s configuration, the Health Summary Document will be shown 

in either Dynamic or Standard format. 

Dynamic Format 

Patients can customize their Health Summary view by dragging and dropping the various 

sections, or by navigating the Table of Contents on the right side of the screen.  

This screen also allows the Patient to download and transmit CCDA documents.  

• To save a PDF copy of the human readable document to their local computer, the 
Patient must select ‘Download PDF’ button. 

• To send the document to a provider, the Patient must select the ‘Send to Your Doctor via 

Direct’ button. This will open the Send Health Summary page, pictured in the next 

section. 

• To send the document via email, the Patient must select the ‘Send via Email’ button. 

• To request an amendment, the Patient must scroll to the bottom and select ‘Request 

Amendment’ button. 
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• To save the XML coded document to their local computer, the Patient must scroll to the 
bottom and select ‘Download XML’ button. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Standard Format 

The Health Summary is shown in a static format with all sections expanded. The same options 

(Download PDF, Send to Your Doctor Via Direct, Send via Email, Download XML, and Request 

Amendment) are available as in the Dynamic Format. 
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… 

 

 

 

 

 

 

 

Send to Doctor via DIRECT 

This screen also allows the user to send a clinical document to a clinician if they know that 

clinician’s DIRECT address. A DIRECT address is a secure email address used by Physicians, 

hospitals and other providers. If you check ‘Add to address book,’ the Direct Address entered 

will be added to your Direct Address Book, displayed at the bottom of the page.  

The chosen clinical document can be sent as an XML or PDF document type. 
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Send via Email 
This option allows the user to send a clinical document to a regular email address. 

NOTE: This allows the user to send PHI (Protected Health Information) over unsecured 

channels. It is advisable to use caution when exercising this option if you are concerned about 

protecting the confidentiality of your medical information. 

 

 

 

Intake Forms 
Patients can select the Intake Forms option to populate their intake forms electronically, rather 

than on paper in the provider’s office.  Selecting the Intake Forms header option leads to a page 

where patients can provide answers to questions that are often asked on a provider’s intake 

form in the categories of Medical Family History, Surgical History, Hospitalization History, OB or 

GYN History, Allergies, Medications, and Social History and Screen.  

Note: Intake form entries are saved automatically as they are entered. When an answer is 

updated, a green bar with the text “Status: Saved” will appear at the top of the screen. 
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Secure Messaging 

Secure Messaging is a secure method of communication between patient and provider. 

Depending on the provider, this option may or may not be available in the Portal. 

Occasionally, a Patient may receive a message from a Secure Message Operator on behalf of 

the Patient’s doctor. In this case, the Sender will appear in the Patient’s Inbox as “Staff on 

behalf of <doctor’s name>.” An example of this is shown in the second screenshot below. 

Selecting the ‘Secure Messaging’ button on the blue toolbar opens the Patient’s message Inbox. 

Patients can check messages from clinicians in the Inbox.   

If the patient has no messages within the last 30 days, they will see the following screen (the 

system will automatically delete messages after 30 days):  

 
If the patient does have messages, they will be displayed in reverse chronological order as 

below: 
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From the Inbox, you can do the following: 

• Select the message’s blue Subject line to open the message.   

• Select ‘Create New Message’ from the Secure Messaging menu to send a new 
message. 

• Select ‘Sent Messages’ from the Secure Messaging menu directs the Patient to the Sent 
Messages page. 

• Mark the message’s checkbox and select ‘Discard Message’ to remove the message 
from your Inbox into the Disregarded section. 
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Secure Messaging: Create Message 
Selecting the ‘Create Message’ button allows the Patient to send a new message to a clinician. 

The “To” field will contain all clinicians who have previously sent messages to the patient. To 

send a message, the Patient must fill in the Subject and text fields of the message and select 

’Send’. To return to the Inbox, the Patient must select ‘Discard Message’ at the top of the 

screen. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Secure Messaging: Sent Messages 
The ‘Sent Messages’ button allows the Patient to view messages that they have sent to 

clinicians. Marking a message’s checkbox and selecting ‘Disregard Message’ removes the 

message from the Sent Messages page to the Disregarded section. Selecting the blue Subject 

line opens the message. Other buttons function as they do in the Inbox. 
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Direct Status 

Direct Messaging is a secure method of communication 

similar to email that allows the patient to send their 

clinical documents from the Portal to a health provider if 

they know the provider’s Direct Status 
Direct Messaging is a secure method of communication similar to email that allows the patient 

to send their clinical documents from the Portal to a health provider if they know the provider’s 

DIRECT address. DIRECT works similarly to email but is a highly secure way to transmit health 

information and is used by Physicians, hospitals and other providers.  

Please note that DIRECT is a specialized method of sending health information: 

• Any address used must be a DIRECT address. Standard email addresses (such as 

@gmail.com) will not work below. 

• DIRECT addresses are separate from the email you may have for our provider. 

• Your intended provider may not currently have a DIRECT address. 

Once a clinical document is sent, the patient can see the current status of any sent message on 

the ‘Direct Status’ page.  

Your message status may be queued for a period of time until it receives a final status 

• Sent: Message successfully delivered 

• Error: Message not delivered, with reason provided 
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Support: Audit Log 
Selecting the Audit Log menu item under the ‘Support’ button on the blue toolbar opens a record 

of Patient and Authorized Representative activity. The Audit Log lists Patient actions, such as 

logging in and out of the portal, viewing documents, downloading documents, etc. When the 

page loads, the Audit Log displays the twenty most recent actions. Page navigation is provided 

at the bottom of each page. Log entries are displayed in reverse chronological order with the 

most recent actions displayed on the first page. 

Support: Help 
Selecting the Help menu item under the ‘Support’ button on the blue toolbar opens a page with 

text provided by your healthcare organization. This may include contact information or other 

troubleshooting resources. 

Support: Server Time Check 
Select this option under support to view the current time on the server where the Portal is 

running. Server time display is required for 2015 ONC Certification. 

 

Spanish Language Feature (optional) 
If the Spanish Language Feature is enabled in the Patient Portal configuration, patients who 

prefer to view the Portal in Spanish may do so by selecting Español in the top right corner 

above My Account. 

Selecting this option will show a confirmation dialog in both English and Spanish. The patient 

may select ‘No’ to keep using the Portal in English, or ‘Aceptar’ to switch to Spanish. 
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Selecting the ‘Aceptar’ button will change all non-image text in the Patient Portal to Spanish. 

The patient may switch back to English by selecting English in the top right corner above the ‘Mi 

Cuenta’ link. 

 


